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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

____________________________________
)

CRAFT BEER STELLAR, LLC, )
)

Plaintiff, )
)

v. ) Civil Action No. 18-cv-10510-FDS
)

GLASSDOOR, INC. and )
JOHN DOES 1-20, )

)
Defendants. )

____________________________________)

DEFENDANT GLASSDOOR, INC.’S MEMORANDUM OF LAW
IN SUPPORT OF ITS MOTION TO DISMISS PLAINTIFF’S

FIRST AMENDED COMPLAINT

INTRODUCTION

Since 1996, federal law has immunized websites and other online providers from lawsuits

based on user-generated postings. Under Section 230 of the Communications Decency Act,

47 U.S.C. § 230 (“Section 230”), an interactive service provider cannot be held liable for

decisions about whether to publish, edit or remove third-party content. Id. § 230(c)(1). Over the

last 15 years, courts have given Section 230 broad application, holding that its immunity applies

even when a website has notice that third-party speech is tortious or illegal, or when the provider

re-posts or promotes such content.

Here, plaintiff Craft Beer Stellar, LLC has sued defendant Glassdoor, Inc., (“Glassdoor”),

the operator of a website that allows users to publish reviews of employers and their

management, based solely on the content of user-generated postings. Plaintiff’s only basis for

liability against Glassdoor pertains to its treatment of such third-party content—a theory that

runs headlong into the wall of Section 230. Plaintiff’s amended complaint attempts to plead
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around Section 230, but the law is clear that “[n]o amount of artful pleading can avoid” its broad

grant of immunity. Universal Commc’n Sys., Inc. v. Lycos, Inc., 478 F.3d 413, 418 (1st Cir.

2007). In addition, the amended complaint fails to state a plausible claim for relief on its own

terms, independent of Section 230. For these reasons, plaintiff’s claims against Glassdoor must

be dismissed under Fed. R. Civ. P. 12(b)(6).

FACTUAL ALLEGATIONS

The following factual allegations are drawn from the amended complaint, and are

assumed to be true solely for the purpose of this motion to dismiss.

Plaintiff Craft Beer Stellar, LLC owns and franchises craft beer stores under the name

“Craft Beer Cellar.” (First Amended Complaint (“FAC”) ¶¶ 12-13). Plaintiff requires franchise

owners to sign agreements promising not to disclose “confidential information” outside of

plaintiff’s systems. (FAC ¶¶ 17-24).

Defendant Glassdoor, Inc. is a California corporation that owns and operates

Glassdoor.com, a popular website where employees and former employees can anonymously

review companies, post salary information, and review job postings, among other things. (FAC

¶¶ 31-33) (www.glassdoor.com). As of 2015, Glassdoor had 30 million members from 190

countries, who have contributed company reviews, salary reports, and office photos for more

than 400,000 companies. (Lydia Dishman, “What Glassdoor Has Learned from Seven Years of

Studying Other Companies,” Fast Company, July 17, 2015).

Between November 2017 and March 2018, one or more anonymous individuals posted

reviews of “Craft Beer Cellar” and its management on Glassdoor.com. (FAC ¶¶ 36-83).

Plaintiff’s complaint names these persons as pseudonymous defendants “John Does 1-20,” and

alleges they are “current or former franchisees and/or employees of the Plaintiff.” (FAC ¶¶ 104,
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117). Among other criticisms, the John Does stated in their reviews that Craft Beer Stellar

management communicated “dishonest sales projections and dishonest startup costs” to potential

franchisees; that the company suffers high turnover in “brand management,” and that its owners

neglect franchise stores and belittle and insult franchise owners. (FAC Ex. F).

On February 13, 2018, Suzanne Schalow, a representative of the plaintiff, sent an email

to Glassdoor to complain about the reviews: “I’m reaching out to ask for your assistance in

reviewing the six inappropriate/trolled reviews naming Craft Beer Cellar and myself, Suzanne

Schalow. I feel that these individuals are trolling and making up fake negative reviews.” (FAC

¶ 85 and Ex. G). Schalow later wrote that the reviewers are “franchise store owners, who seem

to want to complain rather than follow the rules,” that the reviews have harmed plaintiff’s

reputation, and that “[t]here are potential breaches of confidentiality provisions and Non-

Disclosure agreements, which may cause irreparable harm.” (FAC ¶¶ 87-88).

In response to plaintiff’s complaints, Glassdoor reviewed the postings, and on February

14, 2018, it removed one of them because it did not comply with Glassdoor’s policies. (FAC ¶

90, Ex G). In a later email, Glassdoor explained that the removed review had discussed a “non-

highest leadership employee . . . by name, title or association.” “We only permit discussion of

individuals when they represent the public face of the company and have great influence over the

broad work environment.” (FAC ¶ 93, Ex. G). Glassdoor informed plaintiff that the rest of the

reviews of Craft Beer Cellar would remain online. (FAC ¶ 89).

Two days later, the user who posted the removed review resubmitted it to Glassdoor in a

form that complied with Glassdoor’s policies. (FAC Ex. F (Feb. 16, 2018 Post) and Ex. G). On

February 22, 2018, Schalow complained again to Glassdoor that the review previously removed

“has been re-posted by the fake reviewer.” (FAC Ex. G.) Glassdoor responded that under its
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rules, members are “welcome to edit rejected content and re-submit for a fresh evaluation. We

have taken another look at the re-submitted post you flagged and will not be removing it from

the site.” (Id.).

On March 19, 2018, plaintiff brought this action against Glassdoor, Inc. and “John Does

1-20.” On April 13, 2018, Glassdoor filed a motion to dismiss, pointing out that all plaintiff’s

claims against Glassdoor were barred by Section 230 because they were based on third-party

content. On April 27, 2017, plaintiff filed an amended complaint, alleging that Glassdoor’s

publication of the John Does’ posts violates the Defend Trade Secrets Act, 18 U.S.C. §§ 1836 et

seq., (Count I), the Computer Fraud and Abuse Act, 18 U.S.C. §§ 1030 et seq. (Count II), the

Massachusetts Trade Secrets statute, G.L. c. 93 (Count XI), and the Massachusetts Consumer

Protection Act, Mass. Gen. Laws c. 93A (Count XII); and also constitutes “aiding and abetting”

(Count X) and civil conspiracy. (Count XIII). In an obvious effort to plead around Section 230,

the amended complaint newly asserts that Glassdoor “materially revise[d] and change[d]” the

content of the reviews, (FAC ¶ 101), but includes no factual support for this claim whatsoever.

ARGUMENT

I. PLAINTIFF’S CLAIMS AGAINST GLASSDOOR, INC. ARE PREEMPTED BY

SECTION 230 OF THE COMMUNICATIONS DECENCY ACT.

A. Section 230 Immunizes Websites From Claims Based on Third-Party Speech.

Plaintiff’s claims against Glassdoor are based solely on postings provided by third

parties, and therefore are preempted by Section 230 of the Communications Decency Act.

47 U.S.C. § 230(c)(1). Section 230(c)(1) states: “No provider … of an interactive computer

service,” such as Glassdoor, “shall be treated as the publisher or speaker of any information

provided by another information content provider.” 47 U.S.C. § 230(c)(1). Users who post

content, such as the John Does, are “information content provider[s]” under the statute’s
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definition of a party “responsible, in whole or in part, for the creation or development of

information.” Id. § 230(f)(3). A website loses immunity only if it “create[s]” or “develop[s]”

the allegedly unlawful content itself. Id. Section 230 preempts both federal and state-law

claims. Id. § 230(e)(3) (“[N]o liability may be imposed under any State or local law that is

inconsistent with this section.”)

As this Court has previously recognized, Section 230 “was intended to prevent tort

liability from ‘chilling’ online speech and to ‘remov[e] the disincentives to self-regulation that

would otherwise result if liability were imposed on intermediaries that took an active role in

screening content’—for example, by filtering or editing out obscene or otherwise inappropriate

content.” Ayyadurai v. Floor64, Inc., 270 F. Supp. 3d 343, 367 (D. Mass. 2017) (Saylor, J.),

quoting Lycos, 478 F.3d at 418–19. Section 230 reflects Congress’s “policy choice” that the law

should not “deter harmful online speech through the … route of imposing tort liability on

companies that serve as intermediaries for other parties’ potentially injurious messages.” Lycos,

478 F.3d at 418 (quoting Zeran v. Am. Online, Inc., 129 F.3d 327, 330-31 (4th Cir. 1997)).

In accordance with this legislative purpose, “[c]ourts, in the First Circuit and elsewhere,

have consistently held that lawsuits seeking to impose liability for the ‘exercise of a publisher’s

traditional editorial functions’” over third-party content—“such as deciding whether to publish,

withdraw, postpone or alter” it—“’are barred’ by the statute.” Ayyadurai, 270 F. Supp. 3d at

367, quoting Zeran v. Am. Online, Inc., 129 F.3d 327, 330 (4th Cir. 1997). “There has been

near-universal agreement that section 230 should not be construed grudgingly,” and the “broad

construction accorded to section 230 as a whole has resulted in a capacious conception of what it

means to treat a website operator as the publisher or speaker of information provided by a third

party.” Jane Doe No. 1 v. Backpage.com, LLC, 817 F.3d 12, 18, 19 (1st Cir. 2016), cert. denied,
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137 S. Ct. 622, (2017); id. at 29 (“Congress did not sound an uncertain trumpet when it enacted

the CDA, and it chose to grant broad protections to internet publishers”).

“Congress enacted [Section 230] partially in response to court cases,” like this one,

seeking to hold “internet publishers liable for defamatory statements posted by third parties on

message boards maintained by the publishers.” Jane Doe No. 1, 817 F.3d at 18, citing Stratton

Oakmont, Inc. v. Prodigy Servs. Co., 1995 WL 323710, at *1, *5 (N.Y. Sup. Ct. May 24, 1995)

(holding Prodigy liable because, unlike other online providers, it had screened or edited content

on its message board). However, Section 230 immunity applies not only to defamation claims,

but to any claim that treats an online provider as a publisher of third-party content, regardless of

the injury asserted or the legal theory advanced. Jane Doe No. 1, 817 F.3d at 19 (dismissing

claims under federal and state anti-sex trafficking statutes based on third-party content, holding

that “the ultimate question . . . does not depend on the form of the asserted cause of action; rather,

it depends on whether the cause of action necessarily requires that the defendant be treated as the

publisher or speaker of content provided by another.”); Lycos, 478 F.3d at 419, 422 (dismissing

claims under Florida securities and cyberstalking statutes, and holding that “immunity extends

beyond publisher liability in defamation law to cover any claim that would treat Lycos ‘as the

publisher’”).

Section 230 provides “immunity from suit rather than a mere defense to liability and it is

effectively lost if a case is erroneously permitted to go to trial.” Nemet Chevrolet, 591 F.3d at

254 (emphasis in original) (quotation marks omitted); accord Jones v. Dirty World Entm’t

Recordings LLC, 755 F.3d 398, 417 (6th Cir. 2014) (“determinations of immunity … should be

resolved at an earlier stage of litigation” given law’s role “in an open and robust internet”).

Accordingly, scores of lawsuits have been dismissed where, as here, they assert claims against

Case 1:18-cv-10510-FDS   Document 14   Filed 05/11/18   Page 6 of 18



7
2948640.v1

online providers based on third-party content. See, e.g., Jane Doe No.1, 817 F.3d 12 (affirming

12(b)(6) dismissal), Lycos, 478 F.3d 413 (same); Klayman v. Zuckerberg, 753 F.3d 1354, 1357

(D.C. Cir. 2014) (same); Ayyadurai, 270 F. Supp. 3d 343 (same).

B. The Amended Complaint is Barred by Section 230.

The First Circuit has articulated a straightforward three-part test for the application of

Section 230. A defendant is immune from suit where “(1) [it] is a ‘provider or user of an

interactive computer service’; (2) the claim is based on ‘information provided by another

information content provider’; and (3) the claim would treat [defendant] ‘as the publisher or

speaker’ of that information.” Lycos, Inc., 478 F.3d at 418, quoting 47 U.S.C. § 230. Under this

test, plaintiff’s claims are plainly preempted.

First, Glassdoor is a website operator, and therefore is a “provider … of an interactive

computer service.” See Lycos, 478 F.3d at 419 (“web site operators … are providers of

interactive computer services within the meaning of Section 230”); Fair Hous. Council of San

Fernando Valley v. Roommates.com, LLC, 521 F.3d 1157, 1162 n.6 (9th Cir. 2008) (en banc)

(websites are the “most common interactive computer services”). The complaint specifically

alleges that Glassdoor “owns and operates a website that allows users to post anonymous

comments.” (FAC ¶ 31); see also Glassdoor, Inc. v. Superior Court, 9 Cal. App. 5th 623, 625

(Ct. App. Ct. 2017) (Glassdoor “operates a Web site on which workers can post ‘reviews’ of past

and current employers.”).

Second, each of plaintiff’s claims is based on “information provided by” other

“information content provider[s],” namely, the John Does. 47 U.S.C. § 230. The amended

complaint alleges that the John Does were responsible for “placing the statements on the

Glassdoor.com website,” (FAC ¶ 154), and it includes Schalow’s statements to Glassdoor that
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the reviews were posted by “franchise store owners,” (FAC ¶ 87), or “employers of Craft Beer

Cellar Franchise Stores (Store Owners).” (FAC ¶ 88).

Plaintiff’s original 50-page complaint contained no suggestion whatsoever that Glassdoor

is subject to the exception to Section 230 for online providers who are “responsible, in whole or

in part, for the creation or development of information.” 47 U.S.C § 230(f)(3). In its initial

motion to dismiss, Glassdoor pointed out that “Plaintiff does not allege that Glassdoor had

anything to do with creating or developing the reviews . . . .” (Doc. No. 8 at 7). In response,

plaintiff asserts in the amended complaint that Glassdoor made a “decision . . . to materially

revise and change content as to [plaintiff’s] trade secrets and confidential information,” (FAC ¶

101), and that Glassdoor is “responsible, in whole or in part, for the creation or development of

the alleged fraudulent information, with respect to [plaintiff’s] trade secrets and confidential

information.” (FAC ¶ 97). The amended complaint alleges no facts whatsoever to support these

labels and conclusions.

Plaintiff cannot plead around Section 230 so easily. The law is well-established that

allegations that a website created content are insufficient where, as here, they are based on

“nothing but [plaintiff’s] speculation” as to the website’s “role as an actual author” of a post.

Nemet Chevrolet, Ltd. v. Consumeraffairs.com, Inc., 591 F.3d 250, 259 (4th Cir. 2009) (rejecting

allegations that website created content as “pure speculation and a conclusory allegation”). As

noted above, Section 230 provides “broad immunity” from suit, not a mere defense to liability.

Lycos, 478 F.3d at 415 (“Congress has granted broad immunity to entities . . . that facilitate the

speech of others on the Internet.”). That immunity would be “eviscerated” if any plaintiff could

evade it “simply by reciting a common line that user-generated statements are not what they say

they are,” and that they were in fact written, in whole or in part, by the website itself. Kimzey v.
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Yelp! Inc., 836 F.3d 1263, 1268-69 (9th Cir. 2016) (upholding dismissal of claim alleging that

Yelp fabricated a review on its website). “The immunity in the CDA is broad enough to require

plaintiffs alleging such a theory to state the facts plausibly suggesting the defendant fabricated

content under a third party’s identity.” Id. No such facts have been alleged here. Levitt v. Yelp!

Inc., 2011 WL 5079526, *1, *5 (N.D. Cal. Oct. 26, 2011) (rejecting allegation that Yelp posted

false reviews to extort businesses into paying for advertising as “entirely speculative”), aff’d,

765 F.3d 1123 (9th Cir. 2014); Ayyadurai, 270 F. Supp. 3d at 368 n. 12 (rejecting bare assertion

that it is “certainly possible” that the defendant, rather than a different anonymous user, created

content at issue, citing Ashcroft v. Iqbal, 556 U.S. 662, 678 (2009) (“The plausibility standard ...

asks for more than a sheer possibility that a defendant has acted unlawfully.”)).

Even if it were true, however, that Glassdoor “materially revise[d] and change[d] content

as to [plaintiff’s] trade secrets,” (FAC ¶ 101), that would not be enough for plaintiff to overcome

Section 230. Plaintiff would still have to demonstrate that such editing—which is, after all, a

“traditional editorial function” of a publisher, Zeran, 129 F.3d at 330—rose to the level of

“creation or development of information” for Section 230 purposes. 47 U.S.C § 230(f)(3). As

this Court has recognized, the “leading case” on content creation, Roommates, interpreted the

term “development” as referring “’not merely to augmenting the content generally, but to

materially contributing to its alleged unlawfulness.’” Ayyadurai, 270 F. Supp. 3d at 368, quoting

Roommates, 521 F.3d at 1167–68. A website “helps to develop unlawful content, and thus falls

within the exception to section 230, if it contributes materially to the alleged illegality of the

conduct.” Id. at 1168. Plaintiff has alleged no facts plausibly showing that Glassdoor edited the

posts whatsoever, let alone that the supposed edits contributed to their alleged unlawfulness.
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Third, Plaintiff’s claims treat Glassdoor “as the publisher or speaker” of the John Does’

reviews. 47 U.S.C. § 230(c)(1). In each of its claims against Glassdoor, Plaintiff asserts that the

website is liable for its “refusal to remove the Reviews” after plaintiff complained about them.

(FAC ¶¶ 114 (Count I), 132 (Count II), 188 (Count X); 203 (Count XI); 209(f)-(h) (Count XI);

218-219 (Count XIII)). Such a claim treats an online provider as the publisher of third party

content, because it is based on the provider’s “exercise of a publisher’s traditional editorial

functions, such as deciding whether to publish, withdraw, postpone or alter content.” Zeran, 129

F.3d at 330 (emphasis supplied). Any action that “can be boiled down to deciding whether to

exclude material that third parties seek to post online,” is “perforce immune under section 230.”

Roommates, 521 F.3d at 1170-71. See also Klayman, 753 F.3d at 1359 (“Indeed, the very essence

of publishing is making the decision whether to print or retract a given piece of content—the very

actions for which [plaintiff] seeks to hold Facebook liable.”)

Plaintiff asserts, incorrectly, that Glassdoor had “a duty to remove [the] Reviews” after it

was “placed on electronic notice” that plaintiff deemed them wrongful. (FAC ¶¶ 107, 123). In

the Lycos case, the First Circuit held just the opposite, and adopted the “well-established” rule

that “notice of the unlawful nature of the information provided is not enough” to overcome

Section 230. Lycos, 478 F.3d at 420 (“Section 230 immunity applies even after notice of the

potentially unlawful nature of the third-party content”), citing Zeran, 129 F.3d at 332–33.

“Liability upon notice,” the courts have held, “would defeat the dual purposes advanced by

§ 230,” Zeran, 129 F.3d at 333, “maintain[ing] the robust nature of Internet communication” and

“encourag[ing] service providers to self-regulate the dissemination of offensive material.” Id. at

330-331. Such liability would also impose a “‘heckler’s veto’ that would chill free speech.”

Jones v. Dirty World Entertainment Recordings LLC, 755 F.3d 398, 407 (6th Cir. 2014).
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“Without § 230, persons who perceive themselves as the objects of unwelcome speech on the

internet could threaten litigation against interactive computer service providers, who would then

face a choice: remove the content or face litigation costs and potential liability.” Jones, 755 F.3d

at 407. Section 230 “shields service providers from this choice,” and thus protects Glassdoor

from being sued for refusing plaintiff’s demands. Id. at 407-408.

Plaintiff also asserts that Glassdoor is liable for “repost[ing]” the January 31, 2018 review

after first removing it.1 (See, e.g., FAC ¶ 114). However, like a decision not to remove third-

party content in the first place, re-posting such content amounts to the mere “exercise of a

publisher’s traditional editorial functions,” and thus is squarely within the ambit of Section 230.

Jane Doe No. 1, 817 F.3d at 18. In Ayyadurai, this Court held that a website user’s reposting of

content provided by another user did not render the re-poster liable, because “’merely taking

action that is necessary to the display of allegedly illegal content,’ including republishing and

commenting upon user generated content, does not constitute ‘creation or development’” for

Section 230 purposes. Ayyadurai, 270 F. Supp. 3d at 368 (emphasis supplied), quoting Jones,

755 F.3d at 409. “[I]mmunity under [Section 230] depends on the pedigree of the content at

issue.” Jones, 755 F.3d at 410. Here, it was a “John Doe” who “provided” the content that

Glassdoor allegedly “reposted.” (FAC ¶¶ 180 (alleging John Does posted the reviews); Ex. G

1 The correspondence attached to the Complaint contradicts plaintiff’s unsupported allegation that
Glassdoor itself “reposted” the review. Rather, it shows that after Glassdoor removed the review for
violating its policy against naming lower-level employees, the user resubmitted the review in an edited
form that complied with those policies. (See Compl., Ex. G, (email from Schalow to Glassdoor, stating
that the removed review “has been re-posted by the fake reviewer”; email from Glassdoor to plaintiff
dated February 22, stating that members are “welcome to edit rejected content and re-submit for a fresh
evaluation,” and informing plaintiff that the “re-submitted post” will not be removed.)) “It is a well-
settled rule that when a written instrument contradicts allegations in the complaint to which it is attached,
the exhibit trumps the allegations.” Clorox Co. Puerto Rico v. Proctor & Gamble Commercial Co., 228
F.3d 24, 32 (1st Cir. 2000), quoting Northern Indiana Gun & Outdoor Shows, Inc. v. City of South Bend,
163 F.3d 449, 454 (7th Cir.1998). Regardless, Glassdoor would be protected by Section 230 immunity
even if it did “re-post” the review, for the reasons set forth above.
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(email from Schalow to Glassdoor, stating that the removed review “has been re-posted by the

fake reviewer.”)

C. The “Intellectual Property” Exception to Section 230 Does Not Apply.

Finally, plaintiff’s “trade secret” claims against Glassdoor do not fall into Section 230’s

exception for “intellectual property” laws. 47 U.S.C. § 230(e)(2) (“Nothing in this section shall

be construed to limit or expand any law pertaining to intellectual property.”) The Defend Trade

Secrets Act, 18 U.S.C. § 1836 (Count I) provides that it “shall not be construed to be a law

pertaining to intellectual property for purposes of any other Act of Congress”—a provision that

ensures continued Section 230 immunity from such claims. See Defend Trade Secrets Act, §

2(g), PL 114-153, May 11, 2016. Nor is plaintiff’s state law “misappropriation” claim under

Mass. Gen. Laws c. 93, an “intellectual property” claim for Section 230 purposes. (Count XI).

The Ninth Circuit has held that the “intellectual property” exception does not apply to state law

claims. Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1119 (9th Cir. 2007) (noting difficulties in

determining which state laws concern “intellectual property,” and holding “[i]n the absence of a

definition from Congress, we construe the term “intellectual property” to mean ‘federal

intellectual property,’”); but see Doe v. Friendfinder Network, Inc., 540 F.Supp.2d 288, 302

(D.N.H. 2008) (“[Section] 230(e)(2) applies simply to ‘any law pertaining to intellectual

property,’ not just federal law.”); Doe ex rel. Roe v. Backpage.com, LLC, 104 F. Supp. 3d 149,

164 (D. Mass. 2015) (noting conflict).

In any event, plaintiff’s action does not sound in “intellectual property” or “trade secret”

misappropriation. Rather, it is based on allegedly “false, disparaging and defamatory” statements

about plaintiff’s business, such as claims that plaintiff makes “dishonest sales projections,”

conveys “dishonest startup costs,” (FAC ¶ 39) has a “high turnover rate” (FAC ¶ 60), and that
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“[m]any stores are not profitable.”2 (FAC ¶ 68). These statements, all of which are attached to

the amended complaint as Exhibit F, do not disclose “a secret scientific, technical, merchandising,

production or management information, design, process, procedure, formula, invention or

improvement.” Mass. Gen. Laws c. 266, § 30 (state definition of trade secret). At most, they

contain “confidential and proprietary information” that the John Does (allegedly) agreed not to

disclose—but that does not make the information a “commercially valuable product of the human

intellect.”3 Black’s Law Dictionary, 7th ed (definition of “intellectual property”); cf. Doe ex rel.

Roe, 104 F. Supp. 3d at 164 n. 13 (observing that a person’s image, as protected by right of

publicity, is not a “product of the human intellect,” and thus may not fall within “intellectual

property” exception to Section 230). Accordingly, no exception to Section 230 applies, and

plaintiff’s amended complaint is barred in its entirety.

II. PLAINTIFF FAILS TO STATE A CLAIM FOR REASONS INDEPENDENT OF

SECTION 230.

Dismissal of plaintiff’s claims against Glassdoor is plainly required under Section 230,

and the Court therefore need not consider the merits of plaintiffs’ claims on their own terms.

However, the amended complaint fails to state any cognizable claim against Glassdoor

regardless of Section 230, for the reasons set forth below.

2 Plaintiff appears to hope that the Court will construe this defamation case as a “trade secret” matter if the amended
complaint repeats the words “trade secret” and “confidential and proprietary” often enough. For example, plaintiff
alleges repeatedly (and nonsensically), that the reviews are “false, disparaging and defamatory, particularly
regarding the illegal and improper disclosure of trade secrets and confidential and proprietary information. . . .”
(See, e.g., FAC ¶ 79). Either a statement is “false, disparaging and defamatory,” or it is a “trade secret”—it can’t be
both.

3 Presumably, that is why plaintiff’s original complaint said only that the information in the reviews was
“confidential and proprietary,” not that it amounted to “trade secrets.” (See e.g. Complaint, ¶ 94). Plaintiff added
the words “trade secret” to “confidential and proprietary” in the amended complaint.
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A. Plaintiff Fails to Allege Facts Showing Glassdoor Misappropriated “Trade
Secrets.”

Plaintiff’s claim under the “Defend Trade Secrets Act,” 18 U.S.C. § 1836(b)(1)

(“DTSA”) (Count I) fails to allege any facts showing that Glassdoor “acquired,” “disclosed” or

“used” any “trade secret” knowingly or via “improper means.” 18 U.S.C. § 1839. The DTSA

provides that a defendant can be held liable for misappropriation if (among other things) the

defendant used “improper means” like “theft, bribery [or] misrepresentation” to obtain alleged

“trade secrets,” or the defendant used or disclosed a “trade secret” at a time when it “knew or had

reason to know” that the information was acquired from a person who owed a duty to keep it

secret. 18 U.S.C. § 1839(5),(6). Plaintiff makes no allegation in the complaint that Glassdoor

engaged in any such “improper means,” nor that, “at the time of the disclosure” (or indeed, at

any time), it knew a particular poster had a duty to keep the information at issue secret. Id.

Accordingly, Count I fails to state a plausible claim for relief against Glassdoor.

Plaintiff’s claim under the Massachusetts trade secret misappropriation statute, Mass.

Gen. Laws c. 93 § 42, fails for similar reasons. This statute requires a plaintiff to show “1) the

information is a trade secret; 2) the plaintiff took reasonable steps to preserve the secrecy of the

information; and 3) the defendant used improper means, in breach of a confidential relationship,

to acquire and use the trade secret.” Incase Inc. v. Timex Corp., 488 F.3d 46, 52 (1st Cir. 2007).

None of the allegedly “false, disparaging and defamatory” statements in the reviews are “trade

secrets” as defined in state law. Mass. Gen. Laws c. 266, § 30 (“a secret scientific, technical,

merchandising, production or management information, design, process, procedure, formula,

invention or improvement.”). For example, the allegation that a review revealed that plaintiff’s

handbook “tells you to face product, keep shelves full, and then lays down mandates that force

you as an owner to spend money to conform to their whimsy,” plainly does not state a “trade
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secrets” claim. (FAC ¶ 53). If the John Does’ posts actually contained “trade secrets,” plaintiff

presumably would not have distributed them to a wider audience by filing them, in full, in this

Court. (FAC, Ex. F). Nor is there any allegation that Glassdoor “used improper means, in

breach of a confidential relationship, to acquire and use the trade secret.” Incase, 488 F.3d at 52.

Glassdoor has no “confidential relationship” with the plaintiff, and its maintenance of a website

is not “improper means.” Id.

B. Plaintiff Fails to Allege Unauthorized Access to its Computer Systems by
Glassdoor.

Count II fails because Glassdoor did not obtain access to plaintiff’s electronic computer

systems, as required to sustain a claim under the Computer Fraud and Abuse Act, (“CFAA”), 18

U.S.C. § 1030. The CFAA is “designed to target hackers who access computers to steal

information or to disrupt or destroy computer functionality, as well as criminals who possess the

capacity to ‘access and control high technology processes vital to our everyday lives.’”

Trademotion, LLC v. Marketcliq, Inc., 857 F. Supp. 2d 1285, 1289–90 (M.D. Fla. 2012), quoting

LVRC Holdings LLC v. Brekka, 581 F.3d 1127, 1130–31 (9th Cir.2009) (quoting H.R. Rep. 98–

894, 1984 U.S.C.C.A.N. 3689, 3694 (July 24, 1984)). The statute generally prohibits “accessing

a computer and obtaining information without authorization or by exceeding authorized access.”

Diamond Power Int’l, Inc. v. Davidson, 540 F. Supp. 2d 1322, 1341 (N.D. Ga. 2007). While

plaintiff alleges that the John Doe defendants “exceeded their authorized access to the Plaintiff’s

protected electronic systems,” (FAC ¶ 129), it makes no such allegation against Glassdoor.

Instead, the allegations as to Glassdoor’s supposed CFAA liability are contained in one

(syntactically impenetrable) paragraph that, when stripped of labels and conclusions, appears to
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assert that Glassdoor “repost[ed]” a review and “refus[ed] to remove” other reviews.4 (FAC ¶

132). These allegations have nothing to do with accessing a protected computer system, and

therefore fail to show an entitlement to relief.

C. Glassdoor Did Not “Aid and Abet” the Alleged Wrongs of the John Doe
Defendants, Nor Engage in a Civil Conspiracy.

In Counts X and XIII, plaintiff seeks to hold Glassdoor liable for “aiding and abetting,”

or “giving substantial assistance and encouragement” to, the John Doe defendants’ alleged

“defamation . . . disparagement . . . breaches of contract and duties of loyalty . . . and their

violations of the Defend Trade Secrets Act and the Computer Fraud and Abuse Act, and the

Massachusetts trade secret laws” and chapter 93A. (FAC ¶¶ 189, 220, 222). “Under

Massachusetts law, a defendant may be liable for aiding and abetting a tort where (1) a third-

party committed the relevant tort; (2) the defendant knew the third-party was committing the tort;

and (3) the defendant actively participated in or substantially assisted in the commission of the

tort.” Doe v. Brandeis Univ., 177 F. Supp. 3d 561, 616 (D. Mass. 2016) (Saylor, J.) (dismissing

claim of aiding and abetting defamation); Restatement (Second) of Torts, § 876 (“Persons Acting

in Concert”). In addition to being barred by Section 230, the “aiding and abetting” and

doctrinally equivalent “civil conspiracy” claims fail because the complaint contains no plausible

allegation showing that Glassdoor “knew” the John Does were committing a tort or other wrong

when they posted their reviews. Additionally, even if Glassdoor’s refusal to remove the posts

4 “By reposting the removed First January 31st Review, and its refusal to remove the Reviews from the
Glassdoor website, after receipt of notice of the same from Plaintiff Craft Beer Stellar, LLC, Defendant
Glassdoor has breached, continued to breach, and aiding and abetted [sic] the breach and continuing
breach of the Defendant John Does 1-20 to knowingly, willfully, wantonly, and with the intent to defraud
The Brand with actual malice, exceed their authorized access to the Plaintiff’s protected electronic
systems, computers and databases, including but limited to Basecamp, and breached their duty to protect
and maintain the confidential and proprietary information, as owned by Craft Beer Stellar, LLC, in
violation of the [CFAA].” (FAC ¶ 132).
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could be said to amount to “substantial assistance,” (but see Doe, 177 F. Supp. 3d at 616 (“mere

‘allowance’ of a tort certainly does not rise to the level of active participation or substantial

assistance required under Massachusetts law for aiding and abetting liability to attach”),

Schalow’s vague complaints to Glassdoor did not demonstrate that the John Does were

committing any tort. (Compl. ¶ 182; Ex. G).

D. Plaintiff’s Derivative Chapter 93A Claim Fails as Well.

Finally, plaintiff’s Chapter 93A claim (Count XII) is “wholly derivative” of its meritless

other claims, and should therefore be dismissed. Pembroke Country Club, Inc., 62 Mass. App.

Ct. at 41 (where the 93A claim was “wholly derivative” of a failed claim for interference with

contractual relations, “it is likewise insufficient to establish an unfair method of competition or

an unfair or deceptive act or practice”); Pimental v. Wachovia Mortgage Corp., 411 F. Supp. 2d

32, 40 (D. Mass. 2006) (dismissing claim under c. 93A because plaintiff “has failed to allege

sustainable breach of contract or negligence claims, and the Chapter 93A claim is based upon the

previous two claims”). This principle applies with particular force where, as here, “the c. 93A

claim is not by a consumer under § 9 but by a business entity under § 11.” Lily Transp. Corp. v.

Royal Institutional Servs., Inc., 64 Mass. App. Ct. 179, 205 (2005), citing Private Lending &

Purchasing, Inc. v. First Am. Title Ins. Co., 54 Mass.App.Ct. 532, 539–540 (2002) (§ 11 claims

which rest entirely on insufficient claims for breach of contract and misrepresentation cannot

prevail); Davidson v. General Motors Corp., 57 Mass.App.Ct. 637, 644 (2003) (§ 11 claim fails

when it is entirely based on an underlying claim of breach of fiduciary duty that was without

merit on the facts).
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CONCLUSION

Glassdoor, Inc. cannot be sued for reviews posted by plaintiff’s disaffected employees

and franchise owners. Plaintiff’s misbegotten claims against Glassdoor are preempted by

Section 230, and do not come close to showing an entitlement to relief. Accordingly, all claims

against Glassdoor must be dismissed.
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